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Abstract-The demand for data hungry services from
multi-mode mobile devices are creating an increased
amount of data traffic on cellular networks. This growth
has caused interest in smart traffic management
solutions that can alleviate some of this traffic from the
cellular networks. In release 10, the 3rd Generation
Partnership Project (3GPP) introduced such a traffic
management technique, called IP flow mobility. This
mechanism is based on a host-based mobility scheme,
which has a drawback, amongst others, of requiring the
terminal to be modified with a Mobile Internet Protocol
(MIP) stack. This drawback caused much interest in an
alternative solution based on a network-based mobility
protocol. There is currently extensive work being done
by the IETF Network-based Mobility Extensions
(NETEXT) working group on such a network-based
mobility protocol called Proxy Mobil IPv6 (PMIPv6) to
support IP flow mobility. The working group as well as
3GPP has identified various requirements for an IP flow
mobility solution, one of these requirements is that the
solution should ensure IP-level session continuity during
the movement of IP flows. In this paper we propose a
method to ensure service continuity in PMIPv6-based IP
flow mobility in 3GPPs Evolved Packet Core (EPC)
standardized in release 8.
Index Terms—EPC, PMIPv6, IP flow mobility
I.

INTRODUCTION AND MOTIVATION

Currently, data traffic in the cellular networks are rapidly
increasing and is attributable to the ever increasing demand
for bandwidth intensive services such as video streaming,
IPTV and video conferencing from users with multi-mode
devices. In order to handle these traffic loads, the 3rd
Generation Partnership Project (3GPP) [1] in release 8 of
their standards, introduced the Evolved Packet System
(EPS) [1]. The EPS consists of the Long Term Evolution
(LTE) radio technology and an all-IP packet switched core,
the Evolved Packet Core (EPC) [1].
The initial deployment of LTE will provide operators
with higher data rates to support the increased traffic
demands, but it is expected that even this will not solve the
capacity problem; traffic is still expected to increase [2].
Operators are now seeking intelligent traffic management
solutions that would offload traffic from their networks and
are consequently looking at Wireless Local Area Network
(WLAN) networks to achieve this goal.
In release 10, 3GPP standardized a mechanism to
achieve this goal, called IP flow mobility [3]. IP flow
mobility is a technique that allows operators to offload

some of the users traffic (e.g. File Transfer Protocol (FTP)
downloading, video streaming) to the WLAN access while
at the same time still keep some traffic (e.g. Voice over
Internet Protocol (VoIP)) in the 3GPP access [3]. This
technique is very appealing to operators, because not only
can they achieve WLAN offload, but they can utilize the
capability of new generation mobile devices equipped with
multiple interfaces such as 3rd Generation (3G) and Wi-Fi,
thereby ensuring optimal usage of available radio resources
and load-balancing among available radio accesses [4]. IP
flow mobility can be applied to the EPC architecture and
Interworking Wireless Local Area Network (I-WLAN) [5]
architecture, however only the EPC architecture will be
considered in this paper.
IP flow mobility in EPC can be based on host-or network
based mobility schemes. Host-based mobility schemes,
requires the terminal to be directly involved in the
movement detection, exchange mobility signaling with the
network and have IP mobility client software. In networkbased mobility management schemes, the network keeps
track of the terminal’s movements and ensures that the
appropriate mobility signalling is executed in the core
network for mobility [6]. The IP flow mobility mechanism
standardized by 3GPP is based on Dual Stack Mobile IPv6
[3], a host-based mobility protocol standardized by the
Internet Engineering Task Force (IETF) [6]. Operators find
this solution less appealing and are instead seeking IP flow
mobility solutions based on network-based protocols.
The
IETF
Network-based
Localized
Mobility
Management (NETLMM) [6] Working Group (WG)
standardized such a protocol called Proxy Mobile IPv6
(PMIPv6) [6], and is one of the protocols adopted by 3GPP
for inter-system mobility.
There currently exists no standardized solution for
PMIPv6-based IP flow mobility, however, extensions to the
PMIPv6 protocol are currently being standardized by the
IETF Network-Based Mobility Extensions (NETEXT) WG
[7, 8] and 3GPP is also working on standardizing a
network-based IP flow mobility solution either for the
GPRS Tunneling Protocol (GTP) or PMIPv6 protocol. The
3GPP solution for PMIPv6 will be based on the outputs of
the NETEXT WG, as is apparent from a technical
requirements study conducted in release 8 [4].
3GPP identified various requirements for an IP flow
mobility solution [4]; one of these requirements (which will
be focused on in this paper) is that the solution should
provide service continuity as the traffic of the terminal is

move between 3GPP and non-3GPP accesses. The reason
why this requirement was chosen is because in IP flow
mobility, the terminal is assumed to send and receive data
on more than one interface at the same time (i.e. is multihomed) and have different IP addresses configured on its
interfaces. When a handover between the interfaces takes
place, the traffic moved to the new interface will be dropped
due to the IP address change encountered at the new
interface.

information and provides security measures to ensure that
the UE is authorized to access the network.
Figure 1 illustrates a simplified non-roaming architecture
of the EPC.

The research question of this project is thus:
 How will service continuity be provided in IP flow
mobility?
In this paper we propose a method to provide service
continuity in PMIPv6-based IP flow mobility in the Evolved
Packet Core. The method is based on exiting work done in
IETF [7] [8]
The rest of the paper is organized as follows: In Section
II, we give an overview of 3GPPs EPC, PMIPv6 in EPC
followed by the IP flow mobility concept in EPC and then
we discuss the issue of service continuity with PMIPv6based IP flow mobility. In Section III we discuss the work
done by standardization bodies on service continuity
followed by related work. In Section IV, we present our
proposed solution, followed by an overview of the testbed
architecture we will use in Section V. In Section VI we
conclude this paper.
II.

BACKGROUND INFORMATION

A. Overview of 3GPPs Evolved Packet Core
The EPC is an all-IP packet switched core network that
allows interworking 3GPP (GSM, GPRS, WCDMA, HSPA,
LTE etc.) and non-3GPP (WiMAX, WLAN) technologies.
It is a platform that allows the treatment of IP address
assignment, subscription management, charging as well as
policy control in a common way, irrespective of what access
technology the users use to connect [1].
The EPC has the following functional components:
 Packet Data Network Gateway (PDN GW): Termination
point for access to external Packet Data Networks (PDN)
and is the mobility anchor for mobility between 3GPP and
non-3GPP accesses [9].
 Serving Gateway (S-GW): Mobility anchor for intra3GPP mobility and is the access point from LTE to the
EPC.
 Mobility Management Entity (MME): In charge of
managing mobility in the 3GPP access; Paging, intrasystem mobility.
 evolved Packet Data Gateway (ePDG): Provides EPC
access from untrusted non-3GPP accesses e.g. WLAN
hotspots [9].
 Access Gateway (A-GW): Provides access to the EPC
from trusted non-3GPP accesses [9].
 Home Subscriber Server (HSS)/ Access Authentication
and Authorization (AAA) server: Stores user subscription

Figure 1: Simplified non-roaming EPC architecture

B. Overview of Proxy Mobile IPv6 protocol in EPC
Proxy Mobile IPv6 provides network-based IP mobility to
user equipment (UE) connected to EPC. Unlike Mobile
IPv6, which is a host-based IP mobility solution, PMIPv6
provides mobility without requiring the UE to be involved
in any mobility related signalling and does not require the
UE to implement a MIP stack [6]. The mobility
functionality is instead relocated from the UE to the
network.
The PMIPv6 protocol has two core functional entities:
Local Mobility Anchor (LMA) [6] and the Mobile Access
Gateway (MAG) [6]. The LMA keeps track of the UE
connected to the EPC and stores UE bindings in a structure
called the Binding Cache (BC). It allocates network
prefixes to UEs, called Home Network Prefix (HNP), from
which the UE configures an IPv6 address and it is also the
topological anchor point for the UEs HNP. The MAG is
responsible for movement detection of the UEs and
sends/receives mobility signalling (Proxy Binding Update
(PBU) and Proxy Binding Acknowledge (PBA)) to the
LMA on behalf of the UE to register its bindings. In EPC,
the LMA functionality is situated in the PDN GW and the
MAG functionality is located in the S-GW, ePDG and AGW of the EPC as shown in Figure 1.
In PMIPv6-based mobility in EPC, when a UE enters the
EPC and attaches to an access link, for example WLAN, a
PDN connection will be established for the UE. A PDN
connection is the association between a UE represented by
an IPv6 Home Network Prefix, and a PDN [10].
A typical Binding Cache Entry (BCE) in the LMA
consists of the MN identifier (MN-ID), which is the
International Mobile Subscriber Identity (IMSI) of the UE ,
the allocated HNP, the Access Technology Type (ATT),
which is an indication of what access the UE is using to
connect to the EPC, and the IP address of the MAG called

the Proxy-Care-of-Address (P-CoA) as well as the Access
Point Name (APN), which identifies the PDN the UE is
connecting to/ receiving services from. Each BCE
represents a unique PDN connection and is looked up on a
per (MN-ID, APN) tuple basis.

IP flow mobility is an enhancement of IP mobility. In IP
mobility handovers are performed on a per PDN connection
basis (i.e. all the flows within the PDN connection is
handed over), whereas with IP flow mobility, the mobility
procedures is performed to individual IP flows within a
PDN connection, i.e. only some of the IP flows are handed
over to another interface, while the rest are kept on the
existing interface.
IP flow mobility was brought on by the need of network
operators seeking intelligent traffic management techniques
as a result of increased data traffic their experiencing on
their networks. IP flow mobility has various advantages for
operators:
 Dynamically allocate different IP flows to different
access technologies as per their requirements (e.g. best
effort traffic to WLAN and voice traffic on 3G/LTE),
so that the user experience can be enhanced while the
connectivity cost for the operator can be optimized
[11].
 Utilize the capability of new generation mobile devices
equipped with multiple interfaces such as 3G and WiFi, thereby ensuring optimal usage of available radio
resources and load-balancing among available radio
accesses [11].
 Achieve seamless WLAN offload.
D. Service continuity in PMIPv6
Service continuity as defined by 3GPP is “the
uninterrupted user experience of a service that is using an
active communication when a UE undergoes a radio access
change without the user noticing the change [12]”
Service continuity in EPC with PMIPv6 is achieved by
allocating the same HNP to the UE as it changes its point of
attachment within the network, this way the same IP
address is used and the services attached to that interface
will not require reestablishment, which means less packet
loss and lower service interruption. This handover scenario
is usually referred to as horizontal handover and is
illustrated in Figure 2.
The same method cannot be applied to multi-homed UE
in PMIPv6. In this case the LMA assigns each attached
interface of the UE a unique HNP and manages each
interface with a separate BCE. When a handover takes
place in this scenario, the LMA will assign the prefix of the
previous interface (IF1) to the new interface (IF2),
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Figure 2: Horizontal handover with PMIPv6

will delete the BCE of IF1 (the applications tied to this
interface will have to be reestablished), the BCE of IF2 will
be updated with the new HNP of IF1, which means that the
applications tied to IF2 will be dropped, because IF2 has to
configure a new IP address from the received HNP.
From the above analysis, service continuity is not
provided in an efficient way for multi-homed terminals. In
IP flow mobility, the terminals are multi-homed and flows
are moved between 3GPP and non-3GPP accesses (intersystem handover). There needs to be a mechanism to
provide seamless service continuity for PMIPv6-based IP
flow mobility.
III. RELATED WORK
A. Standardization work
The IETF NETEXT WG who is currently working on
standardizing extensions to PMIPv6 protocol to support IP
flow mobility, proposed that to support service continuity
the LMA should be able to allocate the same unique HNP
(instead of different HNPs) to all the interfaces of the UE
attached to the domain, on the condition that the UE
implements a logical interface (LIF) [7]. A LIF is a
mechanism that is implemented as a software extension in
the UE, and behaves from the upper layers (network layer
and up) perspective, as if the UE is connected with one
interface (one IP address), while in actual fact the UE is
using more than one physical interface. These extensions
are shows in Figure 3 for the UE.
Pref1::/64 : LIF-ID
Logical IF

Pref1::/64 : IF1-ID

IF1

IF2

Pref1::/64 : IF2-ID

Figure 3: IETF extensions for service continuity

With these enhancements, the UE can be connected to
more than one access technology and all the applications
running over these accesses will be tied to the address of the
logical interface, so that when a handover takes place
between the access technologies, the flows are seamlessly
moved because none will require reestablishment (no IP
address change encountered). This method will
significantly reduce packet loss and end-to-end handover
delay.

IETF did not specify how the functional entities (LMA
and MAG) of PMIPv6 standard can be extended in order to
allocate the same prefix to the UE [8].

model presents two possible handover scenarios: Reactive
handover and proactive handover. This will be elaborated
on below.

3GPP has not addressed this issue yet, since their still
working on a network-based IP flow mobility solution,
however in [4], they assumed that service continuity will be
provided because DSMIPv6 is used, so assuming they apply
the same logic to the PMIPv6 solution, it is safe to say that
they will assume the same.

1) Extensions to the initial attach prefix allocation
procedure of the LMA

B. Literature
There currently exists no related work, on service
continuity in PIMPv6-based IP flow mobility in the EPC,
however, there has been work done on the base PMIPv6
protocol itself.
In Trung et al. [13] the authors propose that a sharedprefix model be supported for service continuity in
PMIPv6-based IP flow mobility and also assumed a LIF at
the UE. Here the authors introduce two signalling schemes
for how the same prefix can be allocated to the UEs
different interfaces. However, the approach they followed
was by assigning to the UE (logical interface) at initial
attach of the first interface a HNP, and then on initial
attach of the second interface, assign the first prefix plus a
new HNP. In this case, if the UE configured an IPv6
address on IF2 with HNP2 and a flow handoff takes place
from IF1 to IF2, the packets would still be dropped (IP
address mismatch). The authors did not specify how the
LMA goes about assigning the same prefix to the UE either.
In Hong et al. [14] the authors proposed a dynamic
prefix allocation model for the PMIPv6 protocol for service
continuity, where the UE upon attaching its interfaces will
receive a unique prefix on both interfaces plus another
prefix which is shared across the interfaces. This approach
is similar to [13]. The authors also just conveyed the
signalling procedures.
It should be noted that in both the above proposals [13,
14], the UE is probably a mobile router. In this research the
UE is assumed to be a mobile host.
IV.

PROPOSED SOLUTION

The proposed solution for service continuity in this paper
will be based on the standardization work of IETF;
however, the design will be based on the EPC adaptation of
PMIPv6.
We propose that the PMIPv6 protocol be extended to
assign the same prefix to the interfaces of the UE, on the
condition that the interfaces connect to the same PDN
(using the same APN). This is to ensure that the LMA do
not assign the UE a prefix that is not valid in the PDN the
UE is getting its services from (PDN GW can provide
access to more than one PDN). We assume the working
principles of the LIF on the UE.
A. Proposed scheme
To achieve the shared-prefix model support in PMIPv6
we look at the extensions necessary in the LMA
functionality when doing prefix allocations in initial attach
scenarios and handover attach scenarios. The shared-prefix

When the LMA receives an initial attach request
(Handoff Indicator (HI) = 1), the LMA will use the MN-ID
and APN specified in the PBU and check whether there is
an existing entry in its binding cache for this UE. If there is
no existing entry for the UE, the LMA should assign a new
prefix to the UE; else if there is an existing entry, the LMA
should extract the contents of that BCE and assign the HNP
of that entry to the UE. This can be done because we
assumed that for every interface the UE attaches to the
same APN it will receive the same HNP. By finding a
match in the BCE for the (MN-ID, APN) key, means that
the request from the new interface was for the same APN.
After the LMA has assigned the new interface the same
HNP, it creates a new BCE for that interface and populates
it with the information obtained from the PBU message.
The procedure explained above is illustrated in Figure 4
below.
Initial attach
request ?
(HI = 1)
YES

BCE for
(MN-ID, APN)?

NO

Assign a new prefix

YES

Extract the BCE
Assign HNP

Create new BCE

Figure 4: LMA functional extensions for initial attach procedure

2) Extensions to the handover attach prefix allocation
procedure of the LMA
With handover attach there are two possible handover
scenarios: Reactive handover scenarios and proactive
handover scenarios [12].
(1)

Reactive handover approach

In the reactive handover approach, illustrated in Figure
5, the UE is assumed to have attached IF1to the 3GPP
network, received HNP1 and has a BCE at the LMA (Steps
1-10) and consequently have two IP flows on IF1. The UE
then discovers the WLAN access, decides to handover
flow2 to IF2, performs access authentication and
authorization in the WLAN access (Step 11) and
subsequently attaches IF2 and indicates that the attach is a
handover attach between two interfaces (HI = 2) for flow2
(steps 11 -12). In this scenario, the LMA might mistake
this handover for a complete vertical handover, which
means that HNP1 will be assigned to IF2 and the BCE will
be updated with IF2 information (as was previously
explained in Section II).

To solve this problem, we propose that during IF2 handover
attach process, the UE explicitly indicates that it wants to
be multi-homed (Step 13), if the LMA sees this indication,
it will just assign the HNP1 (Step14) to IF2 and will not
update the BCE (as standardized), it will instead create a
new BCE for IF2 and populate it with the information
received in the PBU of step 13. The LMA responds with a
PBA containing HNP1 and an indication that it accepted
the movement of flow2 to IF2 (14). The IF2 attach
procedure is completed and the HNP1 together with the
flow 2 accept indication is conveyed to the UE (step 15).
If a UE with no multi-homing intensions actually wants to
perform a vertical handover it will be able to do so.
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Figure 6: Simplified signaling procedures for the proactive handover
scenario

The extensions to the LMA for the reactive and proactive
handover procedures are summarized in Figure 7.
Handover
request?
(HI = 2)
YES

Figure 5: Simplified signaling procedures for the reactive handover
scenario
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Proactive handover approach

In the proactive handover approach, illustrated in Figure
6, the UE has already attached both interfaces to the 3GPP
and WLAN accesses and both interfaces have the same
HNP and a BCE. The signalling procedures are steps 1- 15.
The UE then decides to move flow 2 to the WLAN interface
(IF2) and subsequently triggers flow handover (Step 16).
The MAG in the WLAN access sends a PBU message
conveying the flow handover request and sets HI = 2. When
the LMA receives the PBU it will notice that the prefixes
have already been assigned to the interfaces, it would thus
be a redundant procedure to reassign the same prefix to the
interface of the UE. Our proposal in this instance is, instead
of reassigning the same prefix; the LMA should just update
the BCE based on the conditions that there is more than
one BCE that match the (MN-ID, APN) key (due to our
assumptions there would only be two BCEs) and that the
ATT of the two BCEs are different (This check is here
because in EPC a UE can have more than one PDN
connection on the same interface, going to the same APN).

Case 1:

NO

Case >1:

YES

Extract BCE
Assign HNP
(PBA)

Check
Multi-homing
Indication ?

YES

NO

Update existing
BCE with new info

YES

Create new
BCE

Figure 7: LMA functional extensions for handover attach (HI=2)
procedure

The proposed extensions are fully backward compatible
with the existing standard and have no impact on the initial
attach and handover attach of non IP flow mobility capable
UEs.

V.

ARCHITECTURE AND EVALUATION PLATFORM

This section describes the testbed that will be used for
evaluating the proposed extensions for the PMIPv6
protocol.
A. Testbed Architecture and Tools
The feasibility of the proposed PMIPv6 extensions will
be evaluated in a real test-bed environment called
OpenEPC. The OpenEPC, as shown in Figure 8, is a
prototype implementation of the 3GPP Evolved Packet Core
(EPC) – Release 10. The test-bed is developed by
Fraunhofer Institute FOKUS [15] and includes all the
functional components of the EPC architecture.

be minimalistic, since both interfaces are already connected
and there is no need to reconfigure an IP address. The
handover latency obtained from this experiment will be
compared with the normal PMIPv6 handover latency for
multi-homing.
The second experiment will be an implementation of the
reactive handover scenario; we run a VoIP application and
a video streaming application on one interface of the
terminal and evaluate the throughput the user is receiving
from the network at the interface for the applications. We
then perform a handover of the video streaming application
and measure how this movement will affect the throughput
perceived at the same interface again as well as the LIF.
VI.

Figure 8: Fraunhofer FOKUS OpenEPC architecture [15]

The testbed has three gateways: S-GW, PDN GW and
ePDG. The S-GW and ePDG have the PMIPv6 MAG
functionality and the PDN GW has the role of the LMA
functionality. The PMIPv6 implementation is based on
Ubuntu Linux-based operating system primitives [15] and
is centered on the procedures specified in [9] for the
S2a/S2b reference point and S5. The LMA and MAG stores
their binding state in a MySQL database.
The LTE access is realized with a software module that
emulates the evolved NodeB. The mobile client (terminal)
is realized with the open source myMONSTER [16] toolkit
also developed by Fraunhofer Institute FOKUS and the
client mobility is realized with a mobility manager (MM)
module that comes with the OpenEPC testbed. The MM is
used to orchestrate attach/detach and handover procedures
towards the OpenEPC testbed.
B. Proof of concept performance evaluation
To evaluate the feasibility of the proposed PMIPv6
extensions, we first evaluate the performance of a TCP
application (stored video streaming e.g. YouTube)
handover from the terminals interfaces when both
interfaces is already connected. Stored video streaming
applications are the most likely applications to be offloaded
to WLAN access and even though it is not that sensitive to
delays and packet losses as real-time interactive
applications (such as VoIP) it is still required to perform in
an acceptable manner so that user perceived Quality of
Experience (QoE) not be affected. The performance metric
that will be used in this scenario is handover latency.
Handover latency is defined as the time a handover is
triggered from the first interface up until the time the first
packet arrives at the new interface. We expect the latency to

CONCLUSIONS AND FUTURE WORK

In this paper we have proposed a solution to achieve IP
session continuity for PMIPv6-based IP flow mobility in the
Evolved Packet Core. We have proposed extensions to the
base PMIPv6 LMA functionality to support assigning the
same HNP to the different interfaces of the UE so that with
the help of IETFs logical interface concept, IP session
continuity can be achieved. The solution proposed is
expected to have minimum handover latency in IP flow
mobility scenarios. In future work we will evaluate the
performance of the proposed extensions using handover
latency and throughput as metrics in a testbed environment.
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