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Abstract-The increased complexity of IT systems can lead
to software operational failures with disastrous consequences.
In order to correct and prevent the recurrence of such failures,
a thorough post-mortem investigation is required to localize
their root causes. However, this cannot be effectively addressed
by existing failure investigation disciplines as they are reactive
by definition and only applied after major accidents occur. We
therefore suggest a proactive approach through the detection
and analysis of near misses. Contrary to failures, near misses do
not result in loss or damage but rather indicate a system
weakness that could lead to a malfunction under different
circumstances. Thus, they are warning signs that provide an
opportunity to prevent serious failures and improve the
system’s reliability. Though near miss management is
successfully implemented in other industries it is not yet used in
the IT field. As near misses cannot be successfully managed
without a proper detection and prioritisation mechanism, this
paper proposes an IT specific definition of a near miss and then
presents a high-level process for detecting and prioritising such
events. We illustrate the application of the definition and
prioritisation scheme with a practical example of a real-life
mobile application developed by SAP Research Pretoria. We
further outline some of the difficulties in the successful
implementation of the process.
Index Terms— Near miss, failure analysis, root cause
analysis, accident, incident
I. INTRODUCTION
Major software failures of IT systems often result in
disasters including high financial loss, lengthy interruption
of productivity, damage to public image, and litigation
issues from disgruntled customers. In more extreme cases, it
can even result in injury and loss of lives as was the case
with the infamous Therac-25, a computer-controlled
radiation therapy machine that seriously burnt and was partly
to blame for the death of several cancer patients due to
various software bugs between 1985 and 1987 [1]. More
recently, the Blackberry outage in October 2011 cut off
millions of BlackBerry smartphone users worldwide for 3
days due to a faulty backup system [2].
In order to prevent the recurrence of such severe accidents,
a thorough post-mortem investigation must be conducted to
identify their root causes [3]. This view is supported by
various standards and best practices such as the ISO/IEC
27002 information security standard [4] and the American
National Institute of Standards and Technology [5]. These
standards further recommend the collection of forensic

evidence to analyse the failures in the event they lead to
litigations (e.g. product liability lawsuit). Two main
disciplines have emerged in the last decade specifically for
this purpose. These are forensic software engineering [6]
and operational forensics [7].
Unlike failure analysis and root cause analysis of software
products which tend to focus on analysing defects observed
during system development, testing and deployment [8] [9],
forensic software engineering and operational forensics
analyse failure data from operational systems. However,
while the former searches the “software engineering” causes
of the failure – i.e. the factors in the software development
process that led to or contributed to the malfunction [10] –
the later focuses on the operational causes of the failure [11].
While each discipline has its merits, they are both reactive
by nature and thus cannot prevent an accident from
happening. Preventing major failures requires a proactive
approach not addressed by existing disciplines in the IT
industry. A promising solution, widely used in many other
industries, is the analysis of near misses [12].
Unlike accidents, near misses do not result in loss or
injury. They are instead unsafe situations with potential for
loss or damage [13]. A simple example is a driver crossing a
red light at a busy intersection without a collision. In the
case of engineering products, near misses can indicate a
system weakness that could lead to a costly failure under
different circumstances [14]. A practical example is the case
we experienced with the BiYP (Business in Your Pocket)
mobile application developed by SAP Research Pretoria as
part of the centre’s mission to address issues of small
enterprises in emerging economies through mobile
technology [15]. BiYP enables small shops to order goods
from multiple suppliers through their online and real-time
product catalogues, which are available on the user (shop
owner) mobile phone. Due to memory limitation on the
phone, instead of the entire supplier’s catalogue, each user
receives a personalized version of a supplier’s catalogue
based on his buying patterns but can add new items as
needed. As one user kept on adding new items to his
catalogue, he exceeded the specified product number
threshold, but this did not cause the application to crash,
contrary to what was normally expected. Investigations

revealed that this was due to ineffective memory
management in the application.
Various accident investigations have revealed that almost
all major accidents had a number of prior minor incidents
and an even higher number of near misses [16]. This is
shown in Figure 1 in the popular safety pyramid, initially
developed by Frank E. Bird, Jr. [17].
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Figure 1: The Safety Pyramid [17]

Thus, near miss analysis can help improve the reliability of
a system by reducing its risk exposure to a potential disaster
[13].
Although not yet in use in the IT industry, near miss
analysis has proved beneficial in various industries including
the chemical, process, aviation, nuclear, military and
healthcare industries [18]. Some interest has also been
shown in its application in the financial industry [16] [13].
Near miss investigation is often performed through so called
near miss management systems which are software systems
used to record, analyse and track near misses [16]. The
successful implementation of a near miss management
system requires a clear definition of near misses to recognise
them and effective methods to detect and prioritise them.
This paper proposes a definition of near miss suitable for
IT systems that can help not only identify near misses but
also rank them according to their risk level. The proposed
definition is based on the concept of service level agreement
(SLA) which defines the contractually agreed level of
functionality of a system. In addition, we outline a high level
process for detecting and prioritising near misses. We also
discuss some difficulties in implementing the process and
future research avenues to address them.






Severe system damage can impede accurate event
reconstruction. In software systems in particular,
volatile data that could pinpoint the root cause of
the problem may be lost after a crash.
Investigation of a severe failure is costly and time
consuming. Financial and resource limitations can
thus severely limit the depth of the investigation.
Legal concerns may adversely affect the
investigation. For instance, in product liability
litigation, organisations may withhold information
that could penalise them.

Near miss analysis offers the following benefits over
failure analysis [14] [13]: (1) a near miss is a cheaper
learning tool than an actual failure, which can be very costly,
as indicated earlier; (2) near-misses are smaller in size and
easier to deal with than serious accidents; (3) severe
accidents are generally sporadic and the opportunity to learn
from them is rare. In contrast, near-misses can be numerous,
thus we can learn more from their richer data sets. Their
analysis can increase the certainty about the probability of an
accident and lead to better corrective actions.
Furthermore, near miss analysis offers the following
learning opportunities [12]. Firstly, it can reveal what can go
wrong and how accidents can develop through modelling
and simulations. This may help uncover new failure modes.
Secondly, it can provide trends in the system reliability
through monitoring. It can show whether reliability is
improving, thus whether accident probability is decreasing.
Finally, it increases awareness of system flaws or
weaknesses.
Near miss analysis has a successful track record in
organisations where it has been effectively applied. For
instance, evidence shows that it contributed to the
improvement of safety in the aviation industry [12]. Studies
from Norsk Hydro, an aluminium company, show that when
near miss management was introduced in the organisation,
the number of near misses reported went from 0 to 1800
over 13 years (which corresponds to approximately 0.5
reports per employee per year) which resulted in lost-time
injuries being reduced by around 75% [19].

The remainder of the paper is organised as follows:
Section 2 presents near miss opportunities, benefits and
challenges. Section 3 reviews previous work on near miss
analysis. Section 4 defines an IT specific definition of a
near miss based on the concept of SLA and its relationship
to failure. Our proposed near miss detection and
classification process is discussed in Section 5. The paper
ends with a conclusion and future work in Section 6.

However, near miss analysis also has its challenges. As
they are numerous, they cannot all be investigated due to
limited resources. They thus require an effective
prioritisation and classification scheme. Another major
challenge with the analysis of near-miss events is their
detection. As they do not result in failures and no loss is
incurred, they can remain invisible to the untrained eye or
system. Finding solutions to these challenges has been the
focus of previous work in the field of near miss
management. This is reviewed in the next section.

II. OPPORTUNITIES, BENEFITS AND CHALLENGES OF NEAR

III. REVIEW OF PREVIOUS WORK ON NEAR MISS

MISS MANAGEMENT

MANAGEMENT

It is generally agreed that precursor events can often be
more effectively analysed than accidents for the following
reasons [12]:

Near miss analysis has been in use for several decades in a
number of industries [12]. When investigating near misses
two fundamental questions arise: (1) how to select near

misses for investigation and (2) how to perform root cause
analysis of the selected events [20]. Therefore most of the
literature on this field revolves around these two aspects.
With regard to question (1), various approaches are used to
classify and prioritise near misses. Besides manual
screening, risk-based classification and mathematical
modelling can be used. Risk-based classification ranks near
misses based on the severity level of their potential
consequences [14] or on their frequency [21]. This can be
performed with a risk decision matrix [14] or historical data
of reported near misses to determine trends in the occurrence
of certain near miss events [12]. Mathematical modelling
can be used to estimate the conditional probability of an
accident given a near miss in order to assess its level of
severity. Probabilistic risk analysis (PRA) and Delphi
techniques can also be used for the same purpose [12]. PRA
consists of estimating the risk failure of a complex system by
breaking it down into its various components and
determining potential failure sequences [22]. The Delphi
method is a group decision-making tool that can be used to
obtain information on the probability of an accident from a
panel of experts [23].
With regard to question (2), like failure and root cause
analysis, causal analysis of near misses can be performed
with investigation techniques from engineering disciplines
such as fishbone diagrams, event and causal factor diagrams,
event tree analysis, fault tree analysis and failure mode and
effects analysis [18] [24] [25]. The investigation consists of
answering a series of questions that give insight into the
factors that led to the near-miss, the near miss possible
adverse consequences and the factors that prevented or
limited those consequences. The investigation can be
assisted by various tools such as a comparative timeline to
organise data and various matrices such as the missedopportunity matrix and the barrier-analysis matrix [20].
Statistical analysis has also been proposed for learning from
near misses. Some examples are using estimation techniques,
simulations and regression analysis [16]. Historical near
miss data can be used to estimate the loss distribution i.e. the
likelihood of a failure and its losses within a specific
timeframe.
Regression analysis can help determine
exacerbating factors such as the frequency of certain
operations. This information can then be used for simulating
possible accident scenarios [15].
In addition, two major research projects on near miss
management provide a significant number of papers on the
topic. The first one is the Near Miss Project at the Risk
Management and Decision Processes Center at the Wharton
School, University of Pennsylvania, which has been ongoing
since 2000 [26]. The researchers conducted more than 100
interviews in several plants in five Fortune 500 companies to
assess the near miss programs managed by their
Environmental, Health and Safety departments. The second
project is the Accident Precursor Project which was
conducted in 2003 by the US National Academy of
Engineering. The report of the resulting workshop which
extensively reviewed near miss management across

industries to promote cross-industry knowledge sharing is
available in an online book [12]. Several industry-specific
programs were also established years before that. In
addition, research has been conducted in this field several
decades earlier. Some of this research has been published in
workshop proceedings by [27] and [28].
This literature review shows that near miss management is
not a new concept and a vast body of knowledge exists on
this field, which has proved valuable. However, it has not
yet received much attention in the IT industry. A proper
definition for an IT system near miss is thus still lacking. We
propose such a definition in the next section.
IV. NEAR MISS DEFINITION FOR SOFTWARE SYSTEMS
The exact definition of what constitutes a near miss varies
from one industry and organisation to another. In order to
detect and analyse near misses, we therefore need to give
them a definition that is suitable for the IT industry and will
help us not only recognise but also prioritise near misses.
As mentioned earlier, a near miss is a sequence of unsafe
events that can lead to a failure. An example would be the
loss of a spare server that would result in a crash in case its
processing power is required by the workload at the time it is
down. If the redundant server is recovered before the
workload can no longer be handled by the remaining active
servers, then this event is a near miss, otherwise it becomes a
failure. The impact of the failure would determine whether
this is a minor incident or an accident. This is clearly visible
in Figure 2, in which we show how a near miss relates to the
associated failure, incident and accident in terms of the time
of the event and the loss incurred. Our argumentation is that
a failure may or may not result in loss and becomes an
accident only when significant loss is incurred.

Loss
Failure

Accident

Incident
Near miss

Time

Figure 2: Relation between near-miss, failure, incident, and
accident in terms of time of event and loss incurred

In a typical organisation, the above event would only be
investigated if it resulted in a major accident with significant
impact. We argue that since this could reoccur with high
impact, it is worth investigating the reason for the servers’
failures even though no loss was incurred. As evidence,
referring back to the earlier example of the BiYP mobile
application, although the reported near miss (exceeding the
threshold for the number of products per user’s catalogue)
did not result in any loss for that specific user, it did reoccur
with another user, whose application ended up crashing due
to the memory overload. Interestingly, at the moment of the

crash, this user (user B) had fewer items in his catalogue
than the first user (user A) whose application did not crash.
Investigations showed that this was due to the fact that his
catalogue items had bigger corresponding pictures than user
A’s catalogue. Therefore, his catalogue memory usage was
higher than user A’s catalogue. This indicated that the
varying picture size of items needed to be taken into account
when specifying the threshold for the number of products
per catalogue. It is possible that this problem could have
affected more users if the cause of the near miss (and
subsequent crash) had not been investigated and corrected.

situation is a near miss. How close the downtime was to this
figure will help to assign it a risk level.
Once near misses are clearly defined, they can be
recognised and need to be classified to facilitate their
analysis and to benefit from this analysis. The next section
presents our process to perform these steps.
V. NEAR MISS DETECTION AND CLASSIFICATION PROCESS
Various papers prescribe the following 8 step process for
successfully managing near misses [12] [26] [16]:

As can be seen from the above examples, the near miss
events would not be visible to the end user as no failure
would be observed. This could make their detection
challenging and only possible through system monitoring.
Since near misses are closely related to failures, the
definition of a failure is used as the basis.




A failure is the inability of a system or component to
perform its required functions within specified performance
requirements [29]. These requirements are usually specified
in a service level agreement (SLA) between the service
provider and the customer. The SLA is the entire contract
that specifies what service the customer can expect from the
provider, and the responsibilities of both parties [30]. The
SLA comprises a number of Service Level Objectives
(SLOs), which are specific performance metrics for the
service such as availability, throughput, frequency and
response time. SLOs are usually expressed in terms of an
achievement value, a target measurement and a measurement
period. Where and how they are measured is also sometimes
part of the specification [29]. For instance, the SLO for the
availability of the BiYP application may specify that the
mobile catalogue will be operational and available to the
customer at least 99.9% of the time in any calendar month.





If the performance of the system no longer meets a
specified SLO, it is no longer useful to its users, and the
system is considered down for practical purposes [31].
Using the above example, the SLO indicates that the system
should not be down for more than 0.1% of the time in a
month. For a 30 day month, this corresponds to 0.03 day or
43min and 12s. If the total period of time when the mobile
catalogue was unavailable exceeds this limit in a given
month, then the SLO has been violated. The system is
considered to have underperformed and thus to have failed.
Therefore, a failure can be defined as the violation of a
specified SLO. It results that a near miss is an event or
unsafe condition that has the potential to lead to an SLO
violation.
This definition is broad enough to encompass any event or
situation that may lead to a failure i.e. a poorly performing
system. Using an SLO as a measurable characteristic in the
definition provides a way to quantify the severity of an
unsafe condition and to prioritise near misses. As an
illustration, still using our earlier example of the 99.9%
availability SLO, if the system was down for close to 43min
and 12s in total in a month, but not more than that, then this






1: Identification and recognition of a near-miss
2: Disclosure (reporting) of the identified
information/incident
3: Prioritization and classification of information
for future actions
4: Distribution of the information to proper
channels
5: Analyzing causes of the problem
6: Identifying solutions (remedial actions)
7: Dissemination of actions to the implementers and
general information to a broader group for their
knowledge
8: Resolution of all open actions and completion of
reports

These steps can be automated through a near miss
management system or they can be performed manually.
This paper focuses on Steps 1 and 3, which correspond to
the current stage of our research. Our suggestions to perform
these steps are discussed next.
A. Step 1: Identification and recognition of a near-miss
Our partial solution for Step 1 was presented previously in
Section IV with the definition of a near miss. Clear examples
of possible near miss scenarios can further help recognise
them. Detection is enabled through system monitoring. Our
suggestion is to monitor the system and record event logs in
a central repository such as a Syslog server. By default,
Syslog messages are assigned a facility code and a severity
value [32]. The facility code indicates the source of the
message (e.g. printer, network) and the severity value
indicates its criticality (e.g. warning, error, emergency). This
information can be used for a primary categorisation and
ranking of unsafe situations. Only highly severe events from
critical resources will be labelled as potential near misses.
B. Step 3: Prioritization and classification of information
for future actions
Regarding Step 3, we need to quantify the severity of a
near miss so that only near misses with a high risk level are
passed on for in-depth investigation. We suggest specifying
a near miss threshold that indicates how close the near miss
should be from violating the SLO to be considered high risk.
This threshold will vary from one organisation to another
depending on their risk tolerance. For instance, user A might
be comfortable with a 95% threshold while user B will limit
its tolerance level to 75%. Using the BiYP example in

Section 4, this would correspond to a total monthly
downtime of 41min and 2s (95% of the limit) for user A and
to 32min and 24s (75% of the limit) for user B. This
prioritisation scheme can be formally expressed with the
following mathematical notation.
Dexperienced is the experienced downtime
Dallowed is the maximum permissible downtime according to
the SLO (43min and 12s in our case)
α is the near-miss threshold
If Dexperienced ≥ α x Dallowed → high risk near-miss
In addition to the near miss threshold, we are considering
using mathematical modelling to calculate the conditional
probability of a failure given an unsafe event occurring. This
would provide a triage mechanism of near misses for further
investigation. This method of classification can be expressed
as follows:

Node A
SNMP
agent A

Node B
SNMP
Agent B

System
Node D
SNMP
agent D

Node C
SNMP
agent C

Syslog server:
Initial
categorisation and
ranking of logged
events

Dexpected is the expected downtime i.e. the expected loss of
productivity due to a failure
P is the probability of failure given the current unsafe
situation
MTTR is the mean time to repair the system in case it goes
down
Dexpected = P x MTTR
If Dexpected ≥ α x Dallowed → high risk near-miss that should
be investigated
The MTTR can be obtained from historical observation or
through the system vendor’s specifications. The expected
downtime is the product of the failure probability and the
MTTR. We are currently exploring concepts and formulas
from the reliability and availability theory of software
systems [33] to develop our failure probability formula.
The integration of the above steps is illustrated in Figure 3.

Syslog monitor
Calculation of
failure probability
and expected
downtime

SNMP manager:
Collection of data
for high risk
events

Causal
analysis

Figure 3: The near miss detection and classification process

Figure 3 is an illustration of the process described earlier
for a system comprising 4 nodes. Solid lines indicate
mandatory communication between components while the
dotted lines show possible communication links. The system
is represented by the shaded cloud and nodes are numbered
from A to D. Each node sends its event logs to a Syslog
server. The Syslog server does a primary categorization and
ranking of the logged events using their facility codes and
severity values. Events flagged critical are then sent to
another module or server (we named it Syslog monitor)
which calculates the failure probability and expected
downtime from each event. Events classified as high risk are
passed on to another component such as an SNMP manager
which requests and obtains additional information about the
event and its source from the relevant nodes through their
SNMP agents. SNMP is an Internet-standard protocol that
enables this information exchange [34]. This data is then
used for causal analysis of the near misses.

The next logical step would be to apply the BiYP
application to this process. However, space limitations
prevent this in this paper. It will thus be left for future work.
I. CONCLUSION
The paper presents the concept of near miss analysis, its
application in other industries and how it can be used to
prevent major software failures in the IT industry. We have
proposed a definition of near misses suitable for IT systems
and suggested a process to detect, classify and prioritise near
miss events. We illustrated its application with the real life
example of a mobile application to order products online
through a mobile phone. This process is work in progress
and research is underway to refine it. Future work is the
development of a mathematical formula to calculate the
likelihood of a failure due to a near miss in order to
prioritise high risk near misses for detailed causal analysis.
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