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Abstract- In recent times, MANETs have gained
considerable exposure. The importance of MANETs
cannot be overlooked as the computing world is
becoming more portable and compact. Their ease of use
and convenience make them ideal for emergency type
situations. There are security issues in MANETs which
arise due to their characteristics and a main issue is the
unavailability of a central registration authority. An
interesting classification of MANETs is Vehicular Ad
Hoc Networks (VANETs). This type of network allows
for communication between vehicles and promotes safety
on roads. It is essential that the vehicle’s identity is
hidden in order to prevent tracking; however the
certificate authority (CA) needs to know the real identity
of the vehicle for legal reasons. There is thus a need for
both privacy and authentication.
Privacy is implemented in the form of an anonymous
identity or pseudonym, and ideally has no link to the real
identity. Authentication ensures that the real identity
can be verified. Privacy and authentication are
conflicting tenets of security as the former hides a user’s
identity and the latter ensures a user’s identity is known
and certified. This paper proposes a novel approach for
granting both privacy and authentication in VANETs.
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leave groups, they are termed Mobile Ad-hoc Networks
(MANETs). A growing field within this class is that of
Vehicular Ad-hoc Networks (VANETs) which, as explained
by Boukerche [4], allow for vehicles to exchange timecritical information that helps improve the safety on roads.
The VANET can be used for information transfer between
vehicles and much has been written by Boukerche [4] and
others in [5] [6] [7] [8] [9] [10] on the various scenarios
where vehicles may obtain value from communication.
Messages warning of icy road conditions, accidents,
congestion etc., are all potentially extremely useful and
could reduce accidents.
However, one needs to be sure that the messages are valid
and that the network will not be used maliciously. One could
for example conceive of a situation where all traffic is
informed of a major accident on a motorway and advised to
divert to a different route whereas the sender is merely
trying to keep a section of the motorway free so that they
can use it as a race track. One method of reducing the
likelihood of such malicious use is to ensure that all nodes
are registered with some central authority so that nodes
caught sending erroneous and malicious messages can be
determined and held accountable. According to Aboudagga
et al. [11], this means that every node should be registered
with a central authority. It also means that nodes must
identify themselves as the source of all their messages and
anonymous message sources should not be permitted or
accepted.

INTRODUCTION

In recent decades, the cost and complexity of wireless
communication has dropped dramatically while the usage
has risen equally dramatically. During 2002, the number of
mobile phone subscribers exceeded the number of fixed line
phone subscribers, marking a significant event in the history
of wireless communications [1]. The growth of wireless
network devices has given rise to a new field of networking;
that of Ad-hoc networks where the fundamental paradigm
shift is that these networks have no formal or predefined
structure or generally, any central administration or
coordination functions that are normally the hallmark of the
more historic wired and structured networks [2].
Ad-hoc networks may be wired or wireless but the lack of
organised structure means that nodes can add to or remove
themselves from the network at any time [2]. Further, the
lack of structure may mean, particularly in wireless
networks that two nodes that wish to communicate may be
out of signal range of one another and so intermediate nodes
may be expected or requested to route the communication
packets between the two end nodes [3]. Where Ad Hoc
Networks are composed of mobile nodes that enter and

This registration and identification however opens up a
different problem in that message senders can now be traced
and this lack of privacy may result in many nodes being
unwilling to send messages at all. It could also allow other
nodes to track the sender for nefarious purposes. Examples
from Kargl [12] and Weerasinghe et al. [13] discuss how a
vehicle may be tracked by developing location profiles.
Thus it can be seen that there is a need for all messages to be
traceable [14], so the sender can be held accountable for the
messages and yet at the same time, it should not be possible
for any node to identify the source of any message or to
track a node through multiple messages.
This paper is organised as follows: Section II provides an
introduction to VANETs. This is where VANET concepts
and the network operation are explained. Section III
discusses privacy in VANETs. Section IV develops and
presents the solution, which caters for both authentication
and privacy. The paper is concluded in Section V.

II.

VANET INTRODUCTION

Sumra et al. [15] defines the focus of VANETs as fulfilling
users’ requirements on the road and making their journey
safe and comfortable. VANETs make it possible to send
warnings about environmental hazards (e.g., ice on the
pavement), traffic and road conditions (e.g., emergency
braking, congestion, or construction sites), and local (e.g.,
tourist) information to other vehicles [16]. Once it is known
that there is a traffic jam, road closure or accident ahead, a
driver may safely avoid the route and save time.
Communication between vehicles is therefore suitable
because vehicles are able to distribute warnings to other
vehicles. Padmadas et al. [8] state that the minimal
configuration and quick deployment of VANETs make them
suitable for emergency type situations. Messages can also be
sent from vehicles to summon for help if needed and to also
inform authorities of dangerous behaviour on roads. In
another paper by Papadimitratos et al. [17], VANETs are
said to assist to make roads safer and offer convenience.
A vehicle is the basic entity module of the vehicular
network [15]. VANETs are made up of vehicles (which are
equipped with On Board Units (OBUs) and road-side
infrastructure units (RSUs). Vehicles may communicate
with other vehicles (vehicle to vehicle communication) or
with RSUs (vehicle to roadside communication). This is
illustrated in figure 1 below. OBU’s have on-board sensory,
processing and wireless communication modules [18]. The
RSUs (road side units) are fixed entities and the vehicles are
the moving entities.

Figure 1-1 – Typical VANET Scenario [19]
The communication in VANETs can either be between
vehicles as ‘one-hop’ or vehicles can act as routers,
retransmitting messages and communicating in a ‘multihop’ method [20]. This means that nodes can communicate
directly with another vehicle or can pass messages through a
series of vehicles.
III.

PRIVACY IN VANETS

Pseudonyms are false names and are used to hide the user’s
permanent or true identity, which in effect preserves privacy
[21]. Chaurasia et al. [22] maintain that the pseudonym
functions to obtain and sustain anonymity. It allows for a
vehicle to interact with other vehicles anonymously.
Pseudonyms are ephemeral and distinct pseudonyms hide
their relation to each other and to the user's true identity
[22]. In terms of VANETs, using a pseudonym for a vehicle

means that the vehicle a message originated from cannot be
determined. The purpose of pseudonyms is so that the
vehicle’s identity would be different for each conversation
and it would not be possible to determine what identity the
same vehicle will have at a later time.
Nodes should ideally be allowed to keep their
correspondence private so that confidential information is
not leaked to the rest of the network [23]. The same
sentiments are shared by Fonseca et al. [24] who further
state that the driver’s privacy should be respected.
Implementing privacy will ensure that the user’s real
identity is not known and any other vehicle will not be able
to determine which vehicle messages originated from. It
further allows for vehicles to send messages without fear of
being tracked or monitored by malicious users
In VANETs, knowing the source of a message implies that
the vehicle the message was sent from is known. If the
vehicle’s permanent identity is used for sending messages, it
allows an eavesdropper to identify all messages sent by the
vehicle thus violating privacy [25]. Allowing for the link
between a vehicle and the messages sent by the vehicle to be
this straight forward could be problematic. Gerlach [26]
explains that if the vehicle’s permanent identity is not
masked it would be possible for malicious nodes analyzing
packets in a certain area to create detailed location profiles
of vehicles. This problem is also highlighted as a concern by
Weerasinghe et al. [13] and others in [25] [27]. Problems
could further arise if a vehicle is targeted for an attack. A
vehicle whose permanent identity is known could be
travelling with a low fuel reserve and request for help, but
because the vehicle’s identity is known an attacker
monitoring communication in the network will be aware that
there is a vulnerable vehicle on a road and could follow the
vehicle until it has run out of fuel and possibly attack the
occupants and steal all valuable items in their possession.
The vehicle occupants could then be stranded without a
means of contacting the authorities. However, if the
vehicle’s permanent identity is hidden from all other
vehicles and can only be seen by the authorities then only
authorized personnel will know which vehicle has requested
help and would be able to assist accordingly. Therefore, for
the safety of vehicle occupants it is necessary that the
permanent vehicle identity is kept secret from other vehicles
and known only to the relevant authority. Identity resolution
must thus be supported with anonymity [28].
Authentication is employed to ensure that vehicular
communication is trusted and secure [29]. A certificate is an
electronic document that uses a digital signature to bind a
public key to an identity [30], ensuring authenticity of the
certificate’s owner. The CA is the trusted authority in the
network, and is responsible for handing out the initial
authoritative information: the certificate. Certified
pseudonyms are essential for providing privacy and
authentication [31]. Certified pseudonyms are identified by
certificates that have been produced by an identity authority
(namely the CA), which binds a pseudonym to a public key.
The pseudonym has been certified by the CA and it is
therefore considered trusted. The certified pseudonym is
different from any pseudonym, as pseudonyms are merely a
false name and are not authenticated in any way.

IV.

SOLUTION

We can see that the desire for privacy is directly in conflict
with the need for authentication and certification that can
only come about through the registration with a trusted third
party or CA. Without this registration, no node would be
likely to trust the communications from any other node as
there would be no way of tracing a node that gave out false
information. Hence in a situation where Alice is sending
some message to Bob, Bob needs to receive a certificate
with Alice’s message that would guarantee that Alice is a
registered, authenticated vehicle and can be traced by the
CA if the need arises. This certificate must have been signed
with the CA’s private key so that on receipt, Bob can use the
CA’s public key to check the certificate. If the certificate
can be validated with the CA’s public key then it can only
have been produced by the CA and then the content of the
certificate could be used to verify the registration status of
Alice. However, to protect Alice’s (and Bob’s) privacy, each
message sent by Alice should appear as if it comes from a
different vehicle; Alice needs pseudonyms. However, this
pseudonym must contain some information that would allow
the CA, and only the CA to determine Alice’s true identity.
Thus Alice’s permanent or true identity should not be
readable by any other vehicles; it should appear as
unintelligible information. Further, the certified pseudonym
needs to be signed by the CA, ensuring it has a trusted
signature. This caters for both authentication and privacy,
but there is still an issue. This becomes very difficult to
implement in a VANET because there could often be times
when the mobile node is out of range of the CA and thus the
CA cannot sign this pseudonym certificate. Pseudonyms
will thus need to be produced and certified while the node is
offline.
The obvious approach is to have the CA always available to
generate a pseudonym whenever required but since this is
not practical, it makes sense to have some proxy for the CA
always available at the node. For this to work, the proxy
would have to be a part of the node yet must be
implemented in such a manner that it would be impossible
for the node to interfere with its operation or to even
examine its operation. The proxy should therefore be
tamper-proof. It is necessary because the proxy would be in
possession of confidential CA information and allowing for
the node or any other node to access the proxy would
compromise the system’s security. The proxy would have to
be secure in terms of keeping private information
confidential and be immune to any attacks. The proxy would
be required to produce the certified pseudonyms and
therefore has to have the ability to perform cryptographic
computations. The proxy needs to also be a part of a

VANET which at times will contain the CA as an
available node and at other times not. Proxies need to
receive updates, etc. from the CA and therefore need online
access to the CA.
A convenient method to ensure that each OBU is equipped
with a proxy for the CA is to make use of smart cards. Smart
cards are small plastic devices that contain non-volatile
memory and microprocessor components, capable of
performing very large cryptographic computations [32].
Contact based smart cards, which are used in bank cards,
credit cards and SIM cards for mobile telephones, are those

referred to [33]. These smart cards are rendered useless
upon being tampered with and this protects confidential
information contained within them [34]. When physically
tampered with, the information stored on the smart card is
destroyed. ChunXiao et al. [34] implement PKI functionality
on a smart card. Here, a SIM card generates dynamic
passwords for authentication, using a security algorithm that
has been embedded in the SIM card; this is convenient as a
user does not need to carry separate authentication devices.
Li et al [35] use SIM cards to produce digital signatures;
this is achieved by combining hash functions and an
asymmetric
encryption
algorithm.
Satisfying
the
requirements of a tamper proof proxy, capable of complex
cryptographic computations and able to keep information
secure, smart cards are thus highly suited for the task of
proxy to the CA.
Since physically damaging the proxy will render it useless,
tampering with another vehicle’s proxy is not a useful
option. Vehicles may however be prone to being hijacked or
broken into and entire OBU’s may be stolen. As soon as an
OBU is stolen the CA needs to be made aware so that the
unit can be blacklisted. The OBU can then be considered
useless and the proxy is disabled and cannot be used. This is
similar to the common blacklisting protocol followed when
a mobile telephone is stolen. Furthermore, removing the
OBU from a vehicle should immediately render it
dysfunctional. Such a system could be used by providing
each OBU with a code that would need to be entered every
time the OBU is powered up. This is very similar to the
approach used in many car radios. This means that if the
vehicle battery is disconnected or the OBU is disconnected,
the code has to be re-entered on the next power up. If a thief
gets hold of the OBU it is essentially useless without the
PIN and pointless to steal. This is also similar to the
authentication used in a mobile telephone.
Utilizing these smart cards as proxies allows for the user to
always have verifiable certificates for the pseudonyms
produced irrespective of the vehicle’s proximity to the CA.
This is because the CA’s proxy is always ‘on-board’ the
vehicle. The CA’s proxy, which has the same level of
authority as the CA, is able to issue certificates to users. The
proxy would be able to produce certified pseudonyms when
required, avoiding the need to wait until the vehicle is in the
vicinity of the CA, or for the CA to use large amounts of
memory to store a list of pseudonyms for each vehicle.
The main CA requires a public-private key pair separate
from the proxies. Should there be a single public-private key
pair used by both the main CA and proxies, it would not be
possible to distinguish between what has been signed by the
main CA and what has been signed by its proxies. The main
CA is the main authority and performs greater functions
than that of the proxy and therefore requires its own identity.
It is essential however that a user is not able to determine
which proxy produced a particular proxy signature. By
embedding the same public-private key pair in every proxy,
all proxies will produce a signature using the same private
key. It will therefore not be possible to determine which
proxy created the signature, aiding with privacy. There
therefore needs to be two public-private key pairs that
belong to the CA; a main key pair and a secondary key pair.
The main CA holds both key pairs while all proxies hold

only the secondary key pair. The main CA is identified by
the CA’s primary public-private key pair (
,
),
and the proxy is identified by the CA’s secondary publicprivate key pair (
,
). The pseudonym produced
by the proxy is therefore signed with
.
The proxy’s certificate which combines authentication,
privacy and traceability is shown in high level below:

The vehicle’s permanent identity is known and traceable by
the main CA only. The certificate containing the vehicle’s
permanent identity which is handed to the proxy from the
CA looks as follows:
(2)

Where:
-

Validity Information

-

Pseudonym Public Key

-

= Encryption with the CA’s primary private key,

= The vehicle’s permanent identity
= Time that the permanent certificate
was created
= Lifespan of the permanent certificate

The permanent certificate in equation (2) is used by the
main CA to trace the source of the pseudonym. When a
node behaves maliciously or is in distress and requires
assistance, the CA attempts to trace a vehicle’s identity.

Source Authenticator
Proxy’s Signature
Figure 2 - High Level overview of Proxy Certificate
The attributes needed to verify validity of the proxy’s
certificate are the Timestamp and Lifespan. The Timestamp
indicates the time at which the proxy certificate was created
and the Lifespan indicates the duration of the proxy
certificate validity. Each time the proxy generates a
pseudonym, a public-private key pair is also generated. The
vehicle’s pseudonym for a specific time is identified by the
public key corresponding to that pseudonym. The vehicle’s
pseudonym public-private key pair is denoted by
(
,
), where
is the pseudonym’s public key and
is the pseudonym’s private key.
The permanent certificate of the vehicle shown above as the
source authenticator (contains the vehicle’s permanent
identity and validity information). This is fixed data and will
not change over a long period of time, even though
pseudonyms will be changing. While undergoing a traffic
analysis attack, the same sequence of bits would be
observed in each certificate sent from the vehicle if the
permanent identity were not somehow masked. Therefore, to
ensure privacy, some sort of variation of the permanent
certificate needs to be introduced. A timestamp is used to
make the message look different. It will also provide
information as to when the permanent identity was used for
the current proxy certificate. A different timestamp will be
used with each pseudonym as they would be produced in
different times. The vehicle’s permanent identity and
timestamp for variation are implemented in the source
authenticator as follows:

The resultant proxy certificate is a combination of equation
(1), the proxy certificate’s validity information and
pseudonym public key. The proxy certificate is therefore as
follows:
(3)

Where:
-

-

= Encryption with the CA’s secondary private key,

= The validity information for the proxy
certificate. It is made up of
and
which are the time that the proxy’s certificate
was created and the lifespan of the proxy’s certificate
respectively.
= The pseudonym public key

A. Protocol Analysis
Considering the scenario where a message from Carol
(Alice’s pseudonym) is broadcast to other nodes and Dale
(Bob’s pseudonym) chooses to reply to Carol, the following
transactions will take place:
Alice’s OBU generates the pseudonym (Carol) and a public
private key pair for Carol (
,
). A timestamp is
combined with Alice’s permanent certificate and both are
encrypted using the CA’s primary public key, to result in
Alice’s authenticator:

(1)
Where:
-

= Encryption with the CA’s primary public key,

= The vehicle’s permanent
identity that has been certified by the CA
= The time at which the proxy’s certificate
is created.

The proxy generates validity information (
for the proxy certificate and creates Carol’s certificate:

)

The hash of the message to transmit and the message
timestamp are signed with
to produce Carol’s signed
hash:

Carol’s certificate, signed hash and original message are
combined and transmitted:

This transmitted message is broadcast to each node in the
area. Since all nodes have access to
Carol’s
certificate can be verified.
Upon receiving the transmitted message, Bob does the
following:
Bob uses
to verify the signature on Carol’s
certificate. Upon verification, Bob can see the following:

authority of the CA while being traceable by the CA,
and would be completely anonymous. The solution
achieves this by making use of an on board proxy to produce
certified pseudonyms as and when needed, which copes well
in the absence of the CA. This is because access to the CA is
not needed to produce certified pseudonyms. The proxies
are implemented using smart cards as they have remarkable
abilities of performing cryptographic computations and
keeping private information confidential. They have been
used widely in the mobile phone industry as SIM cards and
have been highly reliable. These smart cards are damaged
when physically tampered with, hence allowing for
confidential information to remain private. The proxy
mainly functions to produce certified pseudonyms. The
proxy certificate functions to certify the pseudonym’s public
key and provides traceability by embedding in it the source
authenticator.
VI.
[1]
[2]
[3]

Where:
= Performing a decryption or ‘unwrapping’
operation (in this case verifying the proxy’s signature),
using
Only
and
can be read by Bob. If
Carol’s certificate is valid,
is considered authentic and
valid and is used to verify the signature on Carol’s signed
hash:

[4]

[5]

[6]

Bob can then read Carol’s message hash and view the
message timestamp. The hash of the message in plaintext is
calculated and if both hashes match, the message was indeed
created by Carol.

[7]

[8]
Thereafter assuming Bob wanted to reply, Bob’s OBU
generates a public private key pair for Dale (
,
).
Bob’s Authenticator and Dale’s certificate are created in the
same way Alice’s Authenticator and Carol’s certificate were
created. The only difference is that the original message sent
as part of the transmitted message would be wrapped
with
, allowing only Carol to read the message.
The steps above demonstrate that the protocol caters for
both authentication and privacy. All proxies are considered
trusted and are able to provide authentic pseudonyms which
protect the user’s real identity, while also ensuring that the
CA can trace the vehicle if necessary.
V.

CONCLUSION

The goal was to determine if it is possible for a node to
produce pseudonyms for itself that would carry the

[9]

[10]

[11]

[12]
[13]
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